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Abstract

This article examines the constitutional and human rights implications of
digitalization in criminal procedure, arguing that the deployment of data-driven tools and
artificial intelligence in criminal justice does not constitute a sphere of constitutional
exceptionalism but demands the strict—and in some contexts heightened—application of
established fundamental rights safeguards, including legality, proportionality, legal certainty,
protection of the essential core of rights, and human dignity. Drawing on a four-scenario
analytical framework derived from constitutional scholarship, the article assesses how
digitalization simultaneously expands access to justice and generates novel forms of rights
interference through surveillance, algorithmic profiling, and automated decision-making. It
examines the doctrinal significance of "fourth-generation rights” as a normative category
responding to technologically mediated threats to privacy, personal autonomy, and
informational self-determination, and argues that these must be operationalised through
concrete procedural safeguards in criminal proceedings. The article further addresses the
structural dimension of the digital divide, contending that exclusion from digital
infrastructure constitutes a rights-relevant inequality that triggers positive state obligations
concerning accessibility, digital literacy, and inclusive system design. In this context,
Regulation (EU) 2024/1689 (EU Al Act) is assessed as a normative reference point that
translates constitutional requirements of proportionality, transparency, human oversight, and
contestability into enforceable compliance standards for high-risk Al systems deployed in
law enforcement and criminal justice. The article concludes that the legitimacy of digital
criminal procedure depends on a rights-based equilibrium in which technological capability
remains subordinate to constitutional justification and procedural fairness, and that digital
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inclusion must be treated as a constitutional precondition for the effective enjoyment of
fundamental rights—not merely as a policy aspiration.

Keywords: digital criminal procedure, fourth-generation rights, EU Aurtificial Intelligence
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1. Introduction

As public authority increasingly operates through data-driven governance and
automated decision-making, the constitutional foundation for interferences with fundamental
rights becomes both more explicit and more contested. In this setting, any limitation of rights
must rest on a clear constitutional and legal basis, satisfy the applicable conditions for
restriction, and be accompanied by safeguards calibrated to the risks of digital processes. The
restriction of rights is possible within the framework of the powers arising directly from the
Constitution or through "restriction by law" provisions or contextual restrictions (Goren,
2007, p. 45); in any case, this process is subject to established constitutional thresholds such
as legality, prohibition of excess and proportionality, protection of the essence (core),
certainty, human dignity and the requirements of the democratic social order (Goéren, 2007,
p. 50). Every intervention to fundamental rights in digital processes must meet the same
thresholds.

Efficiency, innovation and administrative convenience cannot, by themselves,
justify a relaxation of constitutional guarantees in digitally mediated governance; if anything,
they underscore the need for a clear legal basis, proportionate and reviewable limits, and
effective safeguards. Digitalization therefore does not constitute a sphere of constitutional
exceptionalism, but calls for the ordinary tests for restricting rights to be applied with at least
the same—if not heightened—stringency. Within this framework, scholarship often
organizes the constitutional position of fundamental rights in the digital age into a set of
analytical scenarios that capture both rights-enhancing possibilities and rights-threatening
dynamics, offering a structured lens for evaluating how technologies may reshape the scope,
substance, and practical enforceability of those rights.

The systemic intersection of digital technology and constitutional jurisprudence
does not yield a monolithic transformation of the legal order; rather, it activates a multi-
dimensional paradigm shift wherein the operational baseline of fundamental rights is
simultaneously expanded, recalibrated, and threatened along four distinct conceptual
coordinates (Boyar & Kama Isik, 2019, p. 102) : (i) the strengthening of fundamental rights
on the online basis and the expansion of the protection area, (ii) the introduction of new
categories of rights in line with the risks and needs arising from technological innovations,

(iii) the deepening and increasing influence of citizens' participation channels in governance

________________________________________________________________|
IUS LAW JOURNAL VOL. V, ISSUE I, 2026 109



The Protection of Fundamental Constitutional Rights and Guarantees Through Digital Means
CUNEYT SAMIL OGURLU
ERDEM UMUDUM

through digital tools, and (iv) and (iv) the exposure of fundamental rights to new and severe
threats arising from pervasive surveillance, data exploitation, and algorithmic manipulation
enabled by these very technologies. By framing the digital transition through these deeply
interconnected conceptual coordinates rather than viewing it as a mere administrative
evolution, the legal order can better comprehend that technology functions as an ambivalent
constitutional catalyst, establishing a complex landscape where novel avenues for individual
empowerment are permanently tethered to sophisticated mechanisms of automated state
coercion.

The normative challenge posed by digital technologies is not merely
technological but fundamentally constitutional, as smart environments and algorithmic
architectures reconstitute the conditions under which rights are exercised and enforced,
requiring legal frameworks to adapt their conceptual tools accordingly (Hildebrandt, 2017b,
p. 5). Similarly, this analytical taxonomy is situated within the broader project of algorithmic
regulation, which posits that the governance of digital systems must be attentive to their
capacity to reshape social behaviour at scale through architectures of automated control
(Yeung, 2018, pp. 509-510). Taken together, these perspectives indicate that digitalization is
not inherently rights-enhancing or rights-reducing; it creates an ambivalent constitutional
landscape in which new forms of empowerment may coincide with new forms of exposure.
A sound constitutional assessment should therefore address both dimensions at once: the
ways digital tools may broaden the assertion and exercise of rights, and the ways technology
can generate novel interferences capable of diminishing the real and effective protection of
fundamental rights.

This article employs a doctrinal and comparative methodology, drawing on
constitutional theory, supranational jurisprudence—encompassing the case law of the
European Court of Human Rights and the Court of Justice of the European Union—and an
analysis of the EU regulatory framework, with a view to developing normative criteria for
the rights-compatible governance of digital criminal procedure.

2. Reflections of Digitalization on Criminal Procedure, Fourth-Generation
Rights

Within criminal procedure, the structural shifts brought by digital transformation
serve not merely as descriptive typologies but as normative benchmarks for assessing how

state enforcement recalibrates its relationship with the protection of fundamental rights.
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Given the inherently coercive character of criminal proceedings, any digital measure
implemented within this domain must be stringently evaluated against its compatibility with
due process guarantees, the right to an effective remedy, and the systemic requirements of
the rule of law. The systemic reflection of digitalization on the criminal procedure apparatus
manifests through a taxonomy of four distinct scenarios, each presenting unique
constitutional implications for the co-existence of state authority and individual liberty.
Under the first scenario, digitalization encourages individuals to participate more
consciously and actively in democratic and judicial processes by expanding access to
information and proliferating communication channels, thereby strengthening the freedom to
seek justice through accelerated judicial mechanisms, electronic notification systems, online
hearings, and digital archiving applications. The second scenario necessitates the recognition
of new categories of rights and the definition of robust procedural safeguards, as rapid
developments in communication and information technologies risk being utilized against the
individual. In the third scenario, digitalization acts as a catalyst that expands the
opportunities of citizens to participate in governance and increases public demand for
transparency in judicial activities, reinforcing public accountability through electronic case
monitoring systems and open data applications (Boyar & Kama Isik, 2019, pp. 102—-104).
Conversely, the fourth scenario reveals that technological advancements
simultaneously introduce severe systemic vulnerabilities, transforming digitalization into a
serious threat to fundamental rights through pervasive state surveillance, algorithmic
profiling, and data-driven risk analysis executed via individuals' digital traces. This threat is
structurally embedded within the design of smart technologies that profile, predict, and pre-
empt individual conduct without transparent legal justification (Hildebrandt, 2017a, p. 16;
Hildebrandt, 2017b, p. 13) , establishing critical constitutional boundaries in contemporary
jurisprudence regarding the strict necessity of proportionality reviews for secret surveillance
legislation (Szabd and Vissy v. Hungary, 2016) and the human rights limitations imposed
upon the systematic retention of biometric data (S. and Marper v. the United Kingdom,
2008). These supranational concerns regarding digital rights interferences have been
authoritatively consolidated by the European Court of Human Rights Grand Chamber in Big
Brother Watch and Others v. the United Kingdom, which determined that bulk interception
programs and intelligence-sharing arrangements violated Articles 8 and 10 of the European

Convention on Human Rights due to the absence of end-to-end safeguards governing the
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selection of bearers, the deployment of selectors, and the subsequent examination of
intercepted data (Big Brother Watch and Others v. the United Kingdom [GC], 2021). This
landmark ruling underscores that mere formal lawfulness is inherently insufficient; the
proportionality and controllability of the entire operational cycle—including data collection,
storage, access, and deletion—must be secured, providing a foundational benchmark for
modern criminal justice systems evolving into hybrid models that must balance technological
efficiency with effective fundamental rights protections.

This judicial demand for end-to-end operational oversight closely interfaces with
the Dbroader intellectual emergence of fourth-generation rights, providing a concrete
jurisprudential anchor for what would otherwise remain abstract constitutional concepts.

As a continuation of Karel Vasak's (1977) basic classification of generations of
human rights, fourth-generation rights have emerged, particularly to counter the new threats
to human dignity posed by rapid technological and scientific advancements. Unlike the first
three generations, these rights form a distinct category in terms of both temporal evolution
and normative quality, representing the contemporary boundary of human rights catalogues.
As twentieth- and twenty-first-century advancements in biotechnology and information
technologies create unprecedented risks to human nature and privacy, these rights have
developed as a dedicated shield against scientific overreach (Boyar & Kama Isik, 2019, pp.
605-606). By cutting across doctrinal distinctions to push human rights beyond the
traditional dichotomy of negative and positive liberties and into the realm of what the
European Court of Human Rights (ECHR) terms “effective and practical” rights, this
categorization reflects a broader scholarly recognition that technologically mediated power
asymmetries require specialized normative responses beyond the scope of traditional first-,
second-, and third-generation frameworks (Hildebrandt, 2017a, s. 16; Hildebrandt, 2017b, s.
4-5). While this conceptual framework functions as a macro-level constitutional response to
technological overreach, its most acute and high-stakes application manifests within the
coercive architecture of the penal state. In this domain, the abstract systemic risks of
algorithmic governance materialize into concrete disruptions of established procedural
balances, demanding a localized doctrinal adaptation.

A coherent conception of “fourth-generation rights” within digital criminal
procedure must move beyond mere narratives of technological efficiency to directly confront

the structural procedural fragilities that data-intensive governance and algorithmic inference
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introduce for the equality of arms, confidentiality, and the effective capacity to challenge
state action. While comparative constitutional scholarship exhibits a definitional schism
regarding this category—with some authors limiting its scope to bioethical and genetic
advancements (Andorno, 2009, p. 9) and others expanding it to encompass protections
against algorithmic surveillance, data exploitation, and the erosion of informational privacy
(see Gonzalez Fuster, 2014) —this article adopts the broader formulation, treating these
rights as dedicated legal responses to the power asymmetries generated by advanced digital
technologies that traditional rights catalogues did not originally contemplate. From a
constitutional standpoint, the operational value of this doctrinal bridge lies in establishing a
disciplined procedural architecture where technological modernization functions as a vehicle
for rights-realization rather than an instrument of discretionary state restraint. To ensure that
human dignity remains practical and enforceable rather than merely declaratory in the digital
age, these rights must be operationalized through specific procedural guarantees, including
elevated standards for digital evidence collection, strict protections for informational self-
determination, and clear avenues to contest automated risk assessments. This constitutional
imperative finds a powerful, structurally analogous anchor in the context of forensic data
processing; in S. and Marper v. the United Kingdom, the European Court of Human Rights
Grand Chamber authoritatively held that the blanket, indiscriminate, and indefinite retention
of biometric profiles of unconvicted individuals constituted a disproportionate interference
with Article 8 ECHR, failing to reconcile with the principle of proportionality and the
presumption of innocence (S. and Marper v. the United Kingdom [GC], 2008).
Consequently, this landmark jurisprudential standard remains directly instructive for
contemporary digital criminal procedure, dictating that the processing and tracking of digital
trace evidence by law enforcement must be stringently governed by binding time limits,
strict purpose limitations, and individualized necessity assessments, rather than
administrative convenience or prophylactic risk management.

Ultimately, the integration of fourth-generation rights into the criminal procedure
framework signifies a paradigm shift from a purely technological narrative of digital
efficiency toward a normative commitment to constitutional resilience in the algorithmic age.
By addressing the structural power asymmetries inherent in data-driven governance and
mass surveillance, these rights function as a vital doctrinal bridge, transforming abstract

concerns over technological overreach into enforceable procedural safeguards. As evidenced
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by the rigorous proportionality and necessity standards established in supranational
jurisprudence, the legitimacy of the modern penal state now depends on its ability to balance
investigative efficacy with informational self-determination. Consequently, the evolution of
criminal justice into a hybrid model must ensure that technological modernization serves to
realize, rather than diminish, the protection of human dignity, providing a practical shield
against the pervasive and pre-emptive reach of digital enforcement.

3. Digitalization, Vulnerability, and Remedies

In digitally mediated justice and governance, the “digital divide” represents not
merely a technical deficit but a structural inequality that fundamentally shapes the real and
effective exercise of fundamental rights, meaning that the constitutional legitimacy of
digitalization turns on whether diverse groups can navigate these tools without enduring
systemic disadvantages. This structural imperative directly interfaces with foundational legal
philosophy; as Immanuel Kant posits, an action or systemic framework is inherently right
only if its underlying maxim allows the freedom of choice of each individual to coexist with
the freedom of everyone under a universal law (Kant, 1785/1998, s. 31). When transposed to
the digitized penal state, an uncritical over-reliance on automated platforms that alienates or
excludes wvulnerable populations—who face disproportionate systemic risks due to
intersecting factors such as age, disability, socioeconomic status, or migration background
(World Health Organization, 2022)—directly violates this universal equilibrium of freedom
by reproducing social divisions and institutional mistrust rather than expanding access to
justice (Alrwishdi, 2021). Consequently, to counter the threats of algorithmic bias,
automated exclusion, and digital disenfranchisement, contemporary constitutional
frameworks must transition from a passive non-discrimination stance toward an affirmative
model of positive state obligations. This paradigm shift mandates the direct embedding of
explicit procedural safeguards and capacity-building mechanisms into the normative core of
criminal and administrative procedure, thereby ensuring that marginalized subjects are
provided with the essential, enforceable capabilities required to resist being structurally
alienated or disproportionately penalized by a digitized justice apparatus (Erol, 2024, pp.
420-441).

In the contemporary legal order, the digital divide must be conceptualized not as
a transient technical deficit of connectivity, but as a permanent matrix of structural exclusion

that directly impairs the constitutional principles of equality before the law, non-

________________________________________________________________|
IUS LAW JOURNAL VOL. V, ISSUE I, 2026 114



The Protection of Fundamental Constitutional Rights and Guarantees Through Digital Means
CUNEYT SAMIL OGURLU
ERDEM UMUDUM

discrimination, and the effective accessibility of remedies. When the state increasingly
mediates public power and adjudicative processes through digital interfaces, access to
technology transforms into a determinative factor of constitutional capacity, dictating who
can practically reach public authorities and protect their rights. Consequently, as documented
in comparative literature, this systemic deprivation creates entrenched disadvantages that
effectively bar marginalized groups from the substantive enjoyment of their constitutional
entitlements (Sanders & Scanlon, 2021, p. 131, 136). To prevent digitization from rendering
formally guaranteed rights entirely illusory for resource-deficient populations, states must
move beyond passive non-interference and actively fulfill their positive human rights
obligations. As articulated by the European Court of Human Rights under Article 8, these
duties demand a dual-layered approach encompassing both substantive mechanisms—such
as the deployment of affordable broadband infrastructure, universal service tools, and digital
literacy initiatives—and procedural guarantees that secure meaningful participation and
effective remedies for all citizens (S6derman v. Sweden [GC], 2013, 8§ 78-80). In the digital
context, this mandate dictates that states cannot merely refrain from conducting exclusionary
digital practices; they must actively cultivate the operational conditions under which
individuals can exercise digital access to justice without being structurally disadvantaged by
connectivity gaps, device limitations, or deficits in digital literacy.

Crucially, when these structural barriers are effectively mitigated, digital access
to justice yields significant temporal and financial economies for the public, lowering
systemic hurdles and accelerating overall processing times (see ter Voert et al., 2022; Erol,
2024, p. 66). While the migration of traditional legal activities to digital platforms—such as
online mediation and virtual consultation—Ilegitimately reinforces the functional framework
of online dispute resolution (Katsh et al., 2025, p. 80), a rigid constitutional boundary must
be maintained between the procedural flexibility permitted in private law and the immutable
due process guarantees required in criminal proceedings. The administrative temptation to
prioritize speed and cost reduction must never corrode uncompromised technical protocols,
transparent workflows, or core procedural protections. This demand for unyielding
safeguards becomes exceptionally acute where digital justice intersects with invasive state
investigative powers and algorithmic surveillance. As the European Court of Human Rights
authoritatively established in Benedik v. Slovenia, the non-consensual disclosure of

subscriber data linked to a dynamic IP address without prior judicial authorization constitutes
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a severe violation of privacy under Article 8 ECHR (Benedik v. Slovenia, 2018, §8 118-123).
This landmark ruling serves as a foundational paradigm for modern digital procedure by
recognizing that digital traces can piece together an intimate map of an individual’s personal
activities, habits, and associations. Crucially, it cements the rule that even routine digital-
trace investigations must remain anchored within a strict framework of prior judicial
oversight, robustly defeating any administrative rationale that treats virtual intrusions as
categorically less invasive than their physical counterparts.

The normative task is twofold: to prevent digitalization from making access to
justice dependent on connectivity, devices, or digital literacy, and to ensure that efficiency-
oriented reforms remain constrained by constitutional requirements of due process, equality
of arms, and effective defence. In criminal proceedings, any digitally enabled acceleration
must therefore be matched by clear, verifiable legal and technical safeguards, so that digital
infrastructures strengthen—rather than diminish—the practical and effective protection of
fundamental rights.

4. Fundamental Rights in Artificial Intelligence and Digital Criminal
Procedure: A Framework-Based Approach

While the preceding analysis delineates the socio-structural risks of the digital
divide for vulnerable populations, the systemic integration of artificial intelligence into the
coercive apparatus of the state requires a dedicated, framework-based approach to ensure that
algorithmic decision-making remains stringently bound by fundamental procedural
guarantees. As criminal justice bodies increasingly deploy data-driven tools, the use of
artificial intelligence within procedural decision-making has become a central concern of
contemporary constitutionalism. It calls for a rights-based framework that can carry
established safeguards—Ilegality, proportionality, and effective defence—into the design and
operation of algorithmically assisted processes. In this context, the European Court of
Human Rights has increasingly scrutinized the systemic deployment of automated tools
under these exact vectors. For instance, in relation to legality and proportionality, the Court
in Glukhin v. Russia underscored that highly intrusive algorithmic mechanisms, such as
artificial intelligence-driven facial recognition, demand stringent statutory foreseeability and
must satisfy an elevated standard of proportionality to prevent arbitrary state surveillance. In
Sigurdur Einarsson and Others v. Iceland), the European Court of Human Rights, while

finding no violation of equality of arms arising from the prosecution's exclusive use of the
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Clearwell eDiscovery system to electronically screen a large volume of digital evidence,
nonetheless recognized that adequate procedural safeguards must accompany the
prosecution's data-sifting process in digitally-intensive criminal cases (Sigurdur Einarsson
and Others v. Iceland, no. 39757/15, ECtHR 2019).

The constitutional legitimacy of Al-assisted criminal procedure cannot be
measured merely through the prisms of speed, administrative uniformity, or structural
efficiency; instead, it fundamentally hinges upon whether these predictive and analytical
tools operate within transparent, auditable, and robustly contestable procedural frameworks.
This baseline requires maintaining substantive human responsibility for consequential
decisions, establishing rigorous standards of explainability to enable adversarial challenge,
and erecting institutional safeguards against the quiet entrenchment of automated risk-
reasoning that threatens individual liberty, privacy, and the presumption of innocence. The
constitutional dangers of algorithmic opacity within contemporary criminal justice are well-
documented, characterized by a systemic "black box" problem where algorithms governing
high-stakes outcomes—including pretrial risk ratings and evidentiary profiling—remain
completely impenetrable to affected individuals, thereby eroding public accountability and
the rule of law (Pasquale, 2020, p. 18). To counter this structural distortion, the paradigm of
"technological due process" mandates that automated systems deployed in adjudicative
settings must satisfy core constitutional guarantees, most notably by providing defendants
with a meaningful, practical opportunity to confront and challenge adverse automated
findings (Citron, 2008, p. 1249), ensuring that the legal evaluation of automated systems
proceeds along strict coordinates of efficiency, accuracy, non-discrimination, and
transparency (see Zarsky, 2016). Crucially, this theoretical demand for strict proportionality
and procedural oversight is deeply anchored in established jurisprudence, where
supranational courts have systematically invalidated indiscriminate data retention and
unauthorized administrative access to electronic archives (Digital Rights Ireland, 2014;
Prokuratuur v. H.K., 2021; Tele2 Sverige, 2016), while domestic tribunals have fiercely
resisted absolute algorithmic deference to preserve the integrity of due process hearings
(State v. Loomis, 2016). These cumulative constitutional tenets have found their most
systematic regulatory expression within the risk-graduated compliance architecture of
Regulation (EU) 2024/1689 (EU Al Act).
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To operationalize this constitutional vision, a framework-based approach must
reject the conception of artificial intelligence as a monolithic legal entity, opting instead for a
granular taxonomy that addresses context-specific procedural risks across the entire criminal
justice continuum. In contemporary practice, Al systems are increasingly deployed within
vastly different operational settings, ranging from pretrial risk assessment instruments—such
as COMPAS, the Public Safety Assessment (PSA), or the Harm Assessment Risk Tool
(HART)—and automated facial recognition networks for suspect identification, to natural
language processing tools applied to evidentiary communications data and automated
sentencing advisory frameworks. Each of these distinct applications introduces localized
vulnerabilities that threaten specific procedural guarantees: pretrial risk tools frequently
compromise the presumption of innocence by anchoring detention decisions in historical,
socio-economically biased statistical patterns; computer-vision and facial recognition
systems present volatile demographic error rates that disproportionately impact marginalized
groups; and automated sentencing aids risk hollowed-out judicial discretion by substituting
individualized assessments of culpability with group-based statistical correlates.
Consequently, a legally resilient framework cannot rely on generalized normative responses;
it must be sufficiently itemized to govern the precise procedural fractures activated by each
distinct technological intervention, ensuring that the unique technical parameters of every
tool remain tightly subordinated to uncorrodible fair-trial standards.

In this context, it is emphasized that Al governance should be restructured on the
basis of a human rights-oriented approach. In particular, the explicit recognition of equal
access to the internet and digital technologies as a fundamental right, the introduction of
mandatory and independent impact assessments for high-risk Al systems, the establishment
of independent ombudsman mechanisms capable of examining individual complaints, and
the integration of technical expertise into judicial processes are identified as key safeguards.
In addition, it is argued that ethical design and data governance rules aimed at preventing
algorithmic discrimination should be adopted, that digital literacy should be strengthened
especially for vulnerable groups, and that digital inclusion indicators should be incorporated
into national Al strategies. Ultimately, these recommendations are intended to promote a
more inclusive, fair, and human rights-sensitive digital order, one that enables societies to
benefit from the transformative potential of artificial intelligence without creating new forms

of inequality and exclusion (Alakbarzade, 2025, p. 19).
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5. The Regulatory Framework Under Regulation (EU) 2024/1689:
Translating Constitutional Safeguards into Enforceable Design Standards

Regulation (EU) 2024/1689 of the European Parliament and of the Council
laying down harmonised rules on artificial intelligence, commonly known as the EU Al Act,
constitutes the most comprehensive legislative response to date to the constitutional
challenges posed by artificial intelligence operating within criminal justice contexts. Its
normative significance for digital criminal procedure lies in three interconnected structural
contributions: the articulation of absolute prohibitions grounded in human dignity and non-
manipulation; the construction of a risk-graduated compliance architecture for high-risk
applications; and the institutionalization of transparency, human oversight, and contestability
as enforceable ex-ante design requirements rather than merely aspirational ex-post principles.
By shifting the burden of fundamental rights protection from retrospective judicial
corrections to the primary stages of system design and deployment, the Regulation serves as
a pioneering normative anchor for the digitized penal state. It insists that rights protection
must be seamlessly built into the entire system lifecycle—encompassing design, deployment,
and post-market monitoring—thereby operationalizing due process by securing traceability,
enabling meaningful legal confrontation, and maintaining human responsibility where liberty
interests and fair-trial guarantees are actively engaged.

The proportionality requirements that the EU Al Act now seeks to instantiate at
the engineering stage of Al systems had already been substantially elaborated by the Court of
Justice of the European Union within its foundational data retention jurisprudence. In Digital
Rights Ireland Ltd v. Minister for Communications, the Court of Justice annulled Directive
2006/24/EC on communications data retention, finding that the measure entailed a wide-
ranging, particularly serious interference with the fundamental rights to privacy and data
protection without being strictly limited to what was necessary (Digital Rights Ireland Ltd v.
Minister for Communications, 2014). The Court identified the absence of clear, precise, and
accessible rules governing data access, the lack of objective limiting criteria, and the failure
to mandate prior review by an independent judicial or administrative authority as fatal
constitutional deficiencies. The technical infrastructure required by the EU Al Act for high-
risk systems can be understood as a direct legislative response to precisely these structural
absences, effectively transposing the strict judicial proportionality framework of Digital

Rights Ireland into the domain of contemporary Al governance.
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At the national level, the complex constitutional challenges posed by algorithmic
risk assessments in criminal sentencing have been prominently litigated within comparative
jurisprudence, most notably in State v. Loomis. In this case, the Wisconsin Supreme Court
addressed whether a sentencing tribunal's consideration of a proprietary COMPAS risk-
assessment instrument violated the defendant's constitutional due process guarantees (State v.
Loomis, 2016). Although the court ultimately upheld the use of the tool as one localized
element within a holistic sentencing assessment, it articulated profound anxieties regarding
proprietary algorithmic opacity and the risk of discriminatory outcomes arising from group-
based statistical correlates. Crucially, the court established a vital safeguard by dictating that
algorithmic scores must never be determinative and that substantive human judicial
responsibility for the final decision must remain entirely intact. This early judicial
articulation of the limits of algorithmic deference precisely prefigures the mandatory human
oversight frameworks subsequently codified under the Regulation, illustrating a clear
doctrinal convergence between constitutional due process analysis and European regulatory
standards.

In the scholarly debates immediately preceding the codification of the EU Al
Act, the legal adequacy of a formalized "right to an explanation™ as an effective remedy for
algorithmic decision-making had been critically interrogated. Legal scholars argued that a
nominal explanation right, absent accompanying positive duties of systemic design and
independent oversight, is structurally incapable of providing meaningful protection to
individuals adversely affected by automated outputs (Edwards & Veale, 2017, p 21-22, 39,
81). Furthermore, comparative research proposed that counterfactual explanations—
statements delineating what specific data inputs would need to change for an alternative
outcome to obtain—offer a far more practically useful and legally workable mechanism for
accountability than retrospective, highly technical narratives of how a machine-learning
model arrived at a specific output (Wachter et al., 2018 pp. 843-844, 878). Read in light of
this critical scholarship, the transparency and logging requirements of the EU Al Act
represent a deliberate attempt to institutionalize a minimum standard of explainability that
moves beyond superficial disclosure to enable genuine adversarial contestation, thereby
establishing a lex specialis of procedural fair-trial guarantees calibrated to Al-assisted

criminal procedure.
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The Regulation's most consequential provisions for digital criminal procedure are
concentrated within Article 5, which establishes an itemized catalogue of Al practices
deemed to pose an unacceptable risk and therefore prohibits them outright. Of particular
relevance to the coercive mechanisms of law enforcement are the absolute prohibitions on Al
systems that deploy subliminal or deliberately manipulative techniques to distort human
behavior in ways that cause harm, and Al-enabled social scoring systems that lead to
detrimental treatment in unrelated social contexts. More granularly, Article 5 explicitly
prohibits the use of Al systems by law enforcement authorities to conduct predictive
individual risk assessments based solely on profiling or personality traits rather than
objectively verifiable facts, alongside real-time remote biometric identification systems in
publicly accessible spaces, subject only to narrowly tailored and judicially controlled
exceptions related to severe criminal offenses. These absolute prohibitions operationalize the
fundamental principle that certain automated interferences with human autonomy are
unconditionally excluded from the permissible scope of state action, directly resonating with
the constitutional threshold of "essence protection” as a non-derogable constraint on
digitized justice.

Beyond absolute prohibitions, the EU Al Act deploys a tiered risk architecture
whose second tier—"high-risk Al systems"—is directly and systemically applicable to the
daily operations of digital criminal procedure. Annex Il to the Regulation explicitly
designates as high-risk any Al systems intended to be used by competent law enforcement
authorities as polygraphs, for evaluating the reliability of evidence in criminal proceedings,
or for predicting the occurrence or reoccurrence of an actual or potential criminal offense
(Regulation (EU) 2024/1689, Annex Ill). For such systems, Articles 9 through 15 impose a
rigid, structured compliance regime requiring the continuous maintenance of a lifecycle risk
management system and data governance practices that ensure training, validation, and
testing datasets are sufficiently representative and free from discriminatory patterns.
Furthermore, these provisions mandate the generation of technical documentation enabling
regulatory conformity assessments, automatic logging capabilities to ensure operational
traceability, and transparency obligations designed to enable human deployers to correctly
interpret and question the system’s analytical outputs.

From the specific perspective of criminal procedural guarantees, these high-risk

technical mandates carry profound, direct constitutional implications that reshape the
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traditional adversarial baseline. The logging and traceability obligations established under
Articles 11 and 12 create an indispensable infrastructural precondition for the effective
exercise of the right to challenge evidence and confront adverse information—an operational
necessity that courts have long recognized in relation to conventional discovery and
disclosure mechanisms. Concurrently, the human oversight obligations codified under
Article 14 directly respond to the structural danger of "automation bias"—the documented
psychological tendency of judicial decision-makers to defer uncritically to algorithmic
outputs—by legally mandating that the human element in consequential decisions must
remain active and substantive rather than merely nominal. Finally, the strict transparency
requirements of Article 13 supply the essential informational basis without which the
constitutional principle of the equality of arms in algorithmic-evidence scenarios simply
cannot be maintained.

It must nonetheless be emphasized that the EU Al Act operates primarily as an
ex-ante market compliance and product regulation instrument; it does not, by its own terms,
supply individual procedural remedies within criminal proceedings or replace the
independent constitutional and human rights obligations of member states. Its constitutional
value is therefore best conceptualized as a normative floor—establishing minimum technical
and design standards below which rights-incompatible Al tools cannot lawfully operate—
rather than a ceiling or a substitute for particularized, case-by-case constitutional review of
individual Al-assisted decisions by competent courts. Consequently, the complex interaction
between the market-based requirements of the Act and the real-time judicial review of
algorithmic evidence in criminal trials remains a critical frontier requiring further doctrinal
development. Legal orders must urgently establish domestic procedural rules to determine
how non-compliance with these mandatory logging and transparency obligations will affect
the ultimate admissibility and probative weight of Al-generated outputs within the
evidentiary matrix.

6. Conclusion

The constitutional issue confronting contemporary legal orders is no longer
whether digitalization will reshape public power and criminal justice, but on what normative
terms that transformation can remain consistent with a democratic society governed by the
rule of law. This study demonstrates that the ongoing digital transition represents a profound

paradigm shift that actively reconstitutes the boundaries of state coercion and individual
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liberty. The core crisis identified herein lies at the complex intersection of fourth-generation
rights, systemic digitalization, and the proliferation of the digital divide. When the state
migrates its investigative and adjudicative mechanisms into algorithmically mediated
environments, the resulting digital divide ceases to be a marginal deficit of technological
access. Instead, it morphs into a profound domain of structural inequality that systematically
disenfranchises vulnerable populations—marginalized by age, socioeconomic status,
disability, or migration background—from the actual and effective enjoyment of due process
guarantees. Because these technologies inherently possess the capacity to profile, predict,
and pre-empt human conduct, they generate severe power asymmetries that traditional
constitutional catalogues did not originally contemplate, making digital criminal procedure
the primary normative site where these fourth-generation rights must be operationally
codified.

The foregoing analysis of judicial developments at supranational and national
levels confirms that the constitutional framework applicable to digital criminal procedure is
neither nascent nor indeterminate. The European Court of Human Rights has consistently
held that the retention and use of personal and biometric data by law enforcement authorities
must comply with strict standards of proportionality, purpose limitation, and temporal
necessity—standards that blanket data retention regimes have repeatedly failed to satisfy (S.
and Marper v. the United Kingdom, 2008; Benedik v. Slovenia, 2018). The Court of Justice
of the European Union has reinforced this position by annulling legislative instruments that
enabled mass access to communications data without individualized justification, prior
judicial oversight, or data minimization safeguards (Digital Rights Ireland Ltd, 2014; Tele2
Sverige, 2016). Taken cumulatively, this established body of case law supplies a robust set of
judicially validated benchmarks demonstrating that fundamental rights are not collateral
considerations of technological modernization, but binding constraints that condition the
legitimacy of the digital penal state.

Crucially, this supranational oversight has expanded to directly confront
automated investigative mechanisms and algorithmic data processing. In Glukhin v. Russia,
the European Court of Human Rights established that highly intrusive, artificial intelligence-
driven tools, such as automated facial recognition networks, demand explicit statutory
foreseeability and an elevated threshold of strict proportionality to prevent arbitrary,

systemic surveillance (Glukhin v. Russia, 2023). Similarly, regarding the right to an effective
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defence and the principle of equality of arms under Article 6 ECHR, the Court’s
jurisprudence in Sigurdur Einarsson and Others v. Iceland validates that when state
authorities employ digital databases and algorithmic queries to filter and construct criminal
evidence, the defence must be granted equivalent technological facilities to cross-examine
and challenge the underlying data and search methodologies effectively (Sigurdur Einarsson
and Others v. Iceland, 2019). At the national level, courts confronting Al-assisted sentencing
have recognized that algorithmic opacity and the risk of discriminatory outcomes require, at
minimum, the preservation of substantive human responsibility for consequential decisions,
thereby resisting absolute algorithmic deference to safeguard due process hearings (State v.
Loomis, 2016).

The entry into force of Regulation (EU) 2024/1689 (EU Al Act) marks a
significant—though not conclusive—step toward a constitutionally disciplined architecture
for artificial intelligence within the criminal justice apparatus (Regulation (EU) 2024/1689).
Its primary value for digital criminal procedure lies in its innovative regulatory strategy: it
translates established ex-post judicial remedies into mandatory, ex-ante design and lifecycle
compliance standards. The prohibition catalogue under Article 5 gives enforceable legal
form to the principle that certain Al-enabled interferences with human autonomy—such as
predictive risk assessments based solely on profiling or personality traits under Article
5(1)(d)—are absolutely impermissible, translating the constitutional concept of the "essential
core™ into operational constraints. Furthermore, its compliance framework for high-risk
systems under Articles 9 through 15 operationalizes the procedural requirements—
traceability, transparency, logging, and meaningful human oversight—that fair trial and
effective defence guarantees have long demanded, but which the inherent opacity of "black-
box" algorithmic systems has hitherto made exceptionally difficult to enforce.

However, because the EU Al Act operates primarily as an ex-ante market
compliance and product regulation instrument, it cannot substitute for individualized judicial
review, nor does it automatically supply individual procedural remedies within specific
criminal trials. Formal compliance with its product requirements does not guarantee that
outcomes will, in practice, be procedurally fair in concrete proceedings, nor does it replace
the independent constitutional and ECHR obligations of member states. Consequently, the
next frontier of legal scholarship and legislative action must focus on the domestic

integration of these rules. States must urgently develop complementary procedural codes
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governing the strict admissibility of Al-generated or algorithmically filtered evidence,
establishing clear parameters for its adversarial examination and defining the precise legal
consequences—including evidence exclusion—when law enforcement authorities fail to
comply with mandatory logging and transparency obligations.

Furthermore, the state's positive obligations must be articulated with absolute
clarity to transform digital inclusion into a constitutional precondition for the effective
exercise of justice. Digital transformation should be structured to strengthen, rather than
contract, the protection of rights, which necessitates a holistic strategy wherein states do not
merely refrain from engaging in exclusionary digital practices, but actively cultivate digital
literacy, secure affordable and accessible broadband infrastructure, and implement equitable
accessibility. Only by treating digital access as an inherent element of the right to a fair trial
and access to justice can the legal order ensure that the digitized state apparatus does not
reproduce, amplify, or normalize existing patterns of social and procedural inequality.
Tailored safeguards and effective remedies for technology-enabled interferences must be
woven into public policy to secure meaningful participation for resource-deficient persons
and vulnerable groups.

Ultimately, the long-term sustainability of digital criminal procedure depends on
maintaining a strict, rights-based equilibrium where technological capability never replaces
constitutional justification, and efficiency rationales never displace human dignity. A
defensible path forward requires embedding transparency, reviewability, and human
responsibility throughout the entire lifecycle of Al-supported decision-making, ensuring that
the human element remains active and substantive rather than nominal. The full
constitutional integration of artificial intelligence in criminal justice remains, in that sense, a
project still in progress—one that demands unyielding judicial vigilance, legislative
precision, and ongoing, critical scholarly engagement. Legal frameworks must continually
adapt their conceptual tools to ensure that technology functions as a vehicle for rights-
realization rather than a vector of unaccountable state coercion, preserving the delicate

balance between effective enforcement and individual liberty in the digital age.
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